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Department of Energy 904.401 

which the employee believes to be un-
safe; to violate laws, rules, or regula-
tions; or to involve fraud, mismanage-
ment, waste, or abuse. 

903.902 Definition. 

Contractor, as used in this subpart, 
has the meaning contained in 10 CFR 
708.2. 

903.903 Applicability. 

10 CFR part 708 is applicable to com-
plaints of retaliation filed by employ-
ees of contractors, and subcontractors, 
performing work on behalf of DOE di-
rectly related to DOE-owned or leased 
facilities, if the complaint stems from 
a disclosure, participation, or refusal 
described in 10 CFR 708.5. 

903.970 Remedies. 

(a) Contractors found to have retali-
ated against an employee in reprisal 
for such disclosure, participation or re-
fusal are required to provide relief in 
accordance with decisions issued under 
10 CFR part 708. 

(b) 10 CFR part 708 provides that for 
the purposes of the Contract Disputes 
Act (41 U.S.C. 605 and 606), a final deci-
sion issued pursuant to 10 CFR part 708 
shall not be considered to be a claim by 
the Government against a contractor 
or a decision by the contracting officer 
subject to appeal. However, a contrac-
tor’s disagreement and refusal to com-
ply with a final decision could result in 
a contracting officer’s decision to dis-
allow certain costs or to terminate the 
contract for default. In such case, the 
contractor could file a claim under the 
Disputes clause of the contract regard-
ing the disallowance of cost or the ter-
mination of the contract. 

903.971 Contract clause. 

The contracting officer shall insert 
the clause at 952.203–70, Whistleblower 
Protection for Contractor Employees, 
in contracts that involve work to be 
done on behalf of DOE directly related 
to activities at DOE-owned or leased 
sites. 

PART 904—ADMINISTRATIVE 
MATTERS 

Subpart 904.4—Safeguarding Classified 
Information Within Industry 

Sec. 
904.401 Definitions. 
904.402 General. 
904.404 Solicitation provision and contract 

clause. [DOE Coverage—Paragraph (d)] 

Subpart 904.6 [Reserved] 

Subpart 904.7—Contractor Records 
Retention 

904.702 Applicability. 

Subpart 904.8—Contract Files 

904.803 Contents of contract files. 
904.804–1 Closeout by the office admin-

istering the contract (DOE Coverage— 
paragraphs (a) and (b)). 

904.805 Disposal of contract files. 

Subpart 904.70—Facility Clearance 

904.7000 Purpose. 
904.7001 Applicability. 
904.7002 Definitions. 
904.7003 Disclosure of foreign ownership, 

control, or influence. 
904.7004 Findings, determination, and con-

tract award or termination. 

Subpart 904.71—Prohibition on Contracting 
(National Security Program Contracts) 

904.7100 Scope of subpart. 
904.7101 Definitions. 
904.7102 Waiver by the Secretary. 
904.7103 Solicitation provision and contract 

clause. 

Subpart 904.72—Public Affairs 

904.7200 Purpose. 
904.7201 Contract clause. 

AUTHORITY: 42 U.S.C. 7101 et seq.; 41 U.S.C. 
418b; 50 U.S.C. 2401 et seq. 

SOURCE: 49 FR 11941, Mar. 28, 1984, unless 
otherwise noted. 

Subpart 904.4—Safeguarding 
Classified Information Within 
Industry 

904.401 Definitions. 
Access Authorization means an admin-

istrative determination that an indi-
vidual is eligible for access to classified 
information or is eligible for access to, 
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or control over, special nuclear mate-
rial. 

Classified Information means informa-
tion that is classified as Restricted 
Data or Formerly Restricted Data 
under the Atomic Energy Act of 1954, 
as amended, or information determined 
to require protection against unauthor-
ized disclosure under Executive Order 
12958, or prior Executive Orders, which 
is identified as National Security In-
formation. 

Facility Clearance means an adminis-
trative determination that a facility is 
eligible to access, produce, use or store 
classified information, or special nu-
clear material. 

Restricted Data means all data con-
cerning the design, manufacture, or 
utilization of atomic weapons; the pro-
duction of special nuclear material; or 
the use of special nuclear material in 
the production of energy, but does not 
include data declassified or removed 
from the Restricted Data category pur-
suant to section 142 of the Atomic En-
ergy Act of 1954, as amended (42 U.S.C. 
2162). 

[67 FR 14875, Mar. 28, 2002] 

904.402 General. 
(a) The basis of DOE’s industrial se-

curity requirements is the Atomic En-
ergy Act of 1954, as amended, and Exec-
utive Orders 12958 and 12829. 

(b) DOE security regulations con-
cerning restricted data are codified at 
10 CFR part 1045. 

(c)(1) Section 234B of the Atomic En-
ergy Act (42 U.S.C. 2282b) requires that 
DOE contracts include a clause that 
provides for an appropriate reduction 
in the fees or amounts paid to the con-
tractor under the contract in the event 
of a violation by the contractor or any 
contractor employee of any rule, regu-
lation, or order relating to the safe-
guarding or security of Restricted Data 
or other classified information. The 
clause is required for all DOE prime 
contracts that involve any possibility 
of contractor access to Restricted Data 
or other classified information. The 
clause is required to specify various de-
grees of violations and the amount of 
the reduction attributable to each de-
gree of violation. The clause prescribed 
at 48 CFR 904.404(d)(6) (Conditional 
Payment of Fee or Profit—Safe-

guarding Restricted Data and Other 
Classified Information) or the clause 
prescribed at 48 CFR 923.7002(f) (Condi-
tional Payment of Fee or Profit—Safe-
guarding Restricted Data and Other 
Classified Information and Protection 
of Worker Safety and Health) shall be 
used for this purpose unless the clause 
prescribed at 48 CFR 970.1504–5(c) (Con-
ditional Payment of Fee, Profit, and 
Other Incentives—Facility Manage-
ment Contracts) is used. 

(2) The clause entitled ‘‘Conditional 
Payment of Fee or Profit—Safe-
guarding Restricted Data and Other 
Classified Information’’ and the clause 
entitled ‘‘Conditional Payment of Fee 
or Profit—Safeguarding Restricted 
Data and Other Classified Information 
and Protection of Worker Safety and 
Health’’ provide for reductions of fee or 
profit that is earned by the contractor 
depending upon the severity of the con-
tractor’s failure to comply with con-
tract terms or conditions relating to 
the safeguarding of Restricted Data or 
other classified information. When re-
viewing performance failures that 
would otherwise warrant a reduction of 
earned fee, the contracting officer 
must consider mitigating factors that 
may warrant a reduction below the ap-
plicable range specified in the clause. 
Some of the mitigating factors that 
must be considered are specified in the 
clause. 

(3) The contracting officer must ob-
tain the concurrence of the Head of the 
Contracting Activity: 

(i) Prior to effecting any reduction of 
fee or amounts otherwise payable to 
the contractor in accordance with the 
terms and conditions of the clause en-
titled ‘‘Conditional Payment of Fee or 
Profit—Safeguarding Restricted Data 
and Other Classified Information’’ or of 
the clause entitled ‘‘Conditional Pay-
ment of Fee or Profit—Safeguarding 
Restricted Data and Other Classified 
Information and Protection of Worker 
Safety and Health;’’ and 

(ii) For determinations that no re-
duction of fee is warranted for a par-
ticular performance failure(s) that 
would otherwise warrant a reduction. 

[67 FR 14876, Mar. 28, 2002, as amended at 68 
FR 68776, Dec. 10, 2003] 
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